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Why security risks are increasing
Rapid expansion of identities interacting with data

Expanding 
Threat Landscape

Accelerating 
IT Complexity

Security Vendors 
Proliferating
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Infrastructure-as-a-Service (IaaS)

The rising complexity: What do you actually control?
Improperly configured identities throughout cloud infrastructure introduce risk 

On-Premises

Software-as-a-Service (SaaS)

Infrastructure-as-a-Service (IaaS)

Identity Providers (IdPs)

employees vendors
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Effective identity-first 
security is built on 
authorization

Identity 
Fabric

Authentication Authorization

Governance
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Identity
Lifecycle

Discovery

Identity 
Posture

Governance
& Audit

JIT & Least Privilege

Protected
Identities

Secure
Access

AI &
Analytics

Delinea
Platform
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Platform

Identity Protection

Discover Identity Vulnerabilities, 
Misconfigurations, and Over-privileged Users Detect Identity-based Breaches Remediate

Shared Capabilities

Continuous Discovery Audit and Analytics AI EcosystemMFA

Service AccountsMachine SecretsVaulting

Secure Credentials 

Remote Admin 
Access

Privileged Remote Access

Servers Workstations Cloud

Privilege & Entitlement Elevation

Identity Governance & Access Controls
Identity Lifecycle Segregation of DutiesAuditing & AnalyticsAccess Review

VPN-less Browser 
Sessions

Delinea’s expanding portfolio
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Establish vault

Discover unknown 
Accounts

Manage secrets

Delegate access

Control sessions

Fully-featured 
PAM solution available 
both on-premises and 
in the cloud on the 
Delinea Platform

Secret Server
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Secret Server

Directory Services

Web Portal

API & SDK

Session 
Management

Import & 
Discovery

Credential
Management

Connection 
Manager

Account Lifecycle 
Management+

Security 
Workflows

+

+

MFA SAML/OIDC

+

Realtime Alerts Privileged Behavior 
AnalyticsReports + SIEM Syslog/CEF+ +

Secret Server Overview
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Architecture 
Secret Server Cloud

Secret Server 
Users

Web App Firewall

CUSTOMER A

CUSTOMER B

CUSTOMER C

Customer On-prem 
Distributed Engine

Customer 
Service Bus

Customer 
Storage

Customer 
Database

TCP 443

TCP 443

TCP 443

Engine 
Response Bus

TC
P 

44
3

Azure Kubernetes 
Service

Content Delivery 
Network 

(DE Updates)

Secret Server Cloud

TCP 443
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Secret Server 
Cloud Deployment
• DE facilitates Directory Services 

integration, password changing, 
discovery, RDP/SSH proxying and 
more

• Only outbound connections to SS 
Cloud (port 443)

• Not required for accessing Secret 
data

• DE upgrade automatically

• DE is only on-premises component 
- .NET service

Customer On-Premises 
Network

SQL Database
End User

Managed Endpoints

Customer Cloud VPC

Distributed Engine Managed Endpoints

Delinea Secret Server

Worker Process(s)

Web Server(s)

Message Bus

Distributed Engine

Active Connection

User HTTPS traffic
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Architecture 
Multi Site, Active-Active

• Active/Active web nodes in multiple 
sites

• Failover of active web nodes is 
automatic

• SQL HA configured outside of 
application

• Distributed Engines (DE) for 
scalability and remote or segregated 
networks 

Production Datacenter

Secondary Web 
Server (passive)

AlwaysOn 
Availability Group

Load Balancer

On-premise Network

Distributed Engine

End User
Managed Endpoints

Disaster Recovery Site

Secondary 
Web Server 

(active)

AlwaysOn 
Availability Group Load Balancer

Secondary 
Web Server 

(active)

Secondary 
Web Server 

(passive)

Cloud VPC

Distributed Engine Managed Endpoints

Microsoft SQL
AlwaysOn

Legend
Active Connection

Inactive Connection

User HTTPS traffic

Security
Scalability
Segregation

Secondary Web 
Server (active)

Primary Web 
Server (active)
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End User

Global Load Balancer Layer

Datacenter A (Primary Site)

Local Load Balancer Layer

Web Server / RabbitMQ Layer

Active Active

Database Layer

Primary

Datacenter B (DR Site)

Local Load Balancer Layer

Web Server / RabbitMQ Layer

Active/Passive

Database Layer

Secondary

Distributed Engine Layer

Distributed EngineManaged Endpoints

SQL AlwaysOn
Group Listener

TCP 1433

TCP 443

TCP 443

TCP 443

Distributed Engine Layer

TCP 5671/2
RMQ Traffic

TCP 443

TCP 443
Web Traffic

Replication

TCP 5671/2

TCP 443

TCP 5671/2

TCP 443
Web Traffic

TCP 5671/2
RMQ Traffic

Secret Server On Premise Architecture
On Premise Sample HA/DR Architecture

Distributed Engine Managed Endpoints
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Delinea Platform

HTTP 443 TCP

Secret Server Cloud

443 TCP

Linux Host

Secret Server

DNS

DNS Server

PRA Engine
Firewall

DNS 53 TCP/UDP

SSH 22 TCP 

HTTPS 443 TCP

RDP 3389 TCP

PRA MGR
Reverse Tunnel

Customer Site – On Premises

Customer Site – Cloud
Privileged Remote Access to Windows Host

Privileged Remote Access to Linux Host

HTTPS 
443 TCP

HTTPS 
443 TCP

Windows Host

Privileged Remote Access Architecture
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